
Recent years have fundamentally changed the public perception of cybersecurity and 
future trends have been an important topic of discussion in the months leading to the 
new year. As 2019 progresses we will see additional evolutions in cybercrime and data 
protection, but there will also be many returns to form among hackers that exploit 
prevailing gaps in network security. The digital transformation of many sectors of 
public and private life is providing cybercriminals with increased touchpoints to use as 
gateways, as well enhanced technology to leverage them as attack vectors. 
 
The news is not all bad, however – the world at large is finally becoming used to the 
reality that cybersecurity is now a necessary part of utilizing the Internet, whether for personal or professional 
concerns. Additionally, even if hackers expand their techniques many will stick to the same proven 
methodologies so that the best protection against a network breach will remain individual vigilance. The face of 
cybersecurity in 2019 will feature many new tools but will still revolve around the same concepts that dominated 
2018. 
 
Here are 10 cybersecurity trends to expect in 2019: 
 
1. Malware 
Despite several potential new tools at their disposal, experts agree that a large percentage of cybercriminals will 
continue to rely on malware infections as a primary breach technique. Where we will likely see a change though, 
is in a shift from ransomware to both old and new forms that will exploit less scrutinized security gaps. However, 
the former method will not disappear completely, but will instead be deployed for more lucrative targets. 
 
2. Cryptojacking 
A growing trend that brings unfortunate implications is the rise of “cryptojacking,” which installs malicious code 
onto a victim’s computer to secretly mine cryptocurrency. It essentially acts as form of fileless malware and 
consequently is harder to track by traditional antivirus software. Besides being difficult to discover, crypto-
mining malware does not directly impact the victim so even if it is found, there is not much they can or would be 
compelled to do. However, it does also signal an increasing ability to sneak infections past current anti-malware 
tools on the market. 
 
3. AI and Machine Learning 
Artificial intelligence has been a topic of discussion for decades, but only recently has it become a very real 
possibility. This raises a new question – how will AI and machine learning impact the future of cybersecurity? 
2019 will likely see attempts from both cybercriminals and network security professionals to leverage this 
technology to map out networks faster than a human can. 
 
4. The Cloud 
Cloud computing has slowly integrated into everyday life and has delivered new potential opportunities in the 
enterprise space. However, the real-time connectivity of cloud software can prove a double-edged sword - if not 

managed properly. Endpoint security is vital in SaaS deployments as every connection leveraged by users is a 
possible attack vector, and hackers will begin searching for easy targets operating blindly in the cloud. 
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What our clients are saying:  
Pee Jay's Fresh Fruit 
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Are You STILL Using Outdated 
Tape Backups? 

   If your computer network and the data it 
holds got erased or corrupted because of a 
virus, hard drive crash, fire, flood or some 
other random, unforeseen disaster, how 
confident are you RIGHT NOW that 
your business could be back up and 
running again FAST? 

 
   If your answer to that is, “I don’t know,” 
or “I’m not sure,” you are taking a HUGE 
risk with your company’s most important 
asset—the data on your network. Just 
imagine what would happen to your 
business if you lost your entire client 
database… 

 
…Lost all accounting documentation and 
history…Lost all the work files you’ve 
spent YEARS developing…Lost the work 
files and documentation you so desperately 
need to service your customers… 

 
   Can you even put a price tag on it? 
Probably not –yet so many business 
owners aren’t 100% certain that they could 
be back up and running after a disaster and 
are purely hoping that their current tape 
drive or backup is working and storing a 
usable copy of their data. 

 

Tape Drives Are The MOST 
Unreliable, Unsecured Way To 

Back Up Your Data 
 
   All tape drives fail; it’s only a matter of 
“when,” not “if.” So if being able to get 
back up and running again in the event of 
a data-erasing disaster is important, then 
you need to know about our <<Name Of 
Backup>>.  
 
   <<Outline the benefits here: This fool-
proof backup service does more than just 
keep a copy of your files—it provides 
“continuous data protection” and enables 
near-instant disaster recovery because it 
takes a snapshot of your entire network 
throughout the day, giving you the 
confidence we could have you back up and 
running again within HOURS, not days or 
weeks.>>  
 
   Want to know if your data is 
REALLY secure and being backed up 
properly? Call us for a FREE Data 
Backup and Disaster Recovery Audit Call 
us at xxx-xxx-xxxx or go online to 
www.insertyoururl.com/backup 

Two ways to 
WIN a gift 

card! 
It only takes a minute and YOU 

could be our next winner! 

Last Month’s  
Contest Winner: 
Chrissy Chiaravalloti 

American Asphalt Company 
 

Please complete our brief survey in 
order to be placed in the running to 
win this month's gift card prize!  
 
1. What do you like most about 
our services? 

2. Tell us about a specific 
experience with us that you were 
happy with. 

3. What are the biggest benefits 
you’ve received or experienced 
since hiring us? 
 

4. What can we improve? 
 
Email Jon Stiles 
(jonathan.stiles@swktech.com) with 
your responses  
OR  
Fill out our online form: 
http://bit.ly/nwsnews-survey 
before January 31st  to get your name 
in the hat.  
 

You could win a 
$25 Gift Card! 

 
 

Get More Free Tips, Tools, and Services on Our Website: www.swknetworkservices.com 

Upholding Cybersecurity for Your Remote 

Employees 

The modern distributed workforce, wherein a business can 
operate entirely outside of the traditional office 
environment paradigm, has been completely enabled by 
networked technology. Cloud hosting models in particular 
allow real-time communication and collaboration activities 
nowhere near feasible in the past. Individuals may work 
within the same databases and access the same files in any 
time zone concurrently as long as they have access to the 
Internet and their company’s systems. 
 
Therein lies a major problem, however, in that whoever can 
gain the level of access remote employees have can also 
manipulate that data as well. Wireless connections and 
cloud applications are themselves readily available to 

hackers as attack vectors for penetrating organizational networks. Personnel with remote access to your 
business’s systems provide an open channel to infiltrate through their login information. 
 
Wireless Traps 
Public Wi-Fi networks are easily spoofed and many users may not think twice about signing into one 
when on the go. Many open-source programs used by employees may be similarly fraudulent and can 
infect company files with malware. Cloud software applications utilized by remote employees to interact 
with each other and business databases present a vulnerable landline for external aggressors to exploit.  
 
The digital era has brought a wide array of open wireless communication that connects parties across the 
globe with each other, sometimes whether they want to be connected or not. The same technology that 
enables organizations to exist without a single physical space allows potentially unlimited entry points for 
outside actors. Yet these tools are an integral part of business in the 21st century and provide more value 
than the possible risks.  
 
The Problem is People 
Enforcing network security across the board is simply the cost of doing business in the modern world, 
and ensuring remote employees are secure means extending the same cybersecurity standards to all off-
site personnel. Human error is the key factor in all security guidelines and you must deliver the right type 
of education and information for your remote employees to maintain best practices among them. 
 
Educate Your Remote Employees on Offsite Cybersecurity 
Establishing a training program is great first step to protecting your remote employees and your network. 
Sign up for SWK’s Phishing Defender solution to access our educational resources and instructional 
courses to prepare your offsite personnel for cyber attack. 

Worst Passwords of 2018 
 

Identity protection firm, SplashData, releases an annual list of the worst passwords found leaked online, 
with 2018 featuring several repeat offenders. Did your password make the list? Check below to see (and 
remember to change it if it did): 

1. 123456  
2. password  
3. 123456789  
4. 12345678  
5. 12345  
6. 111111  
7. 1234567  
8. sunshine  
9. qwerty  
10. iloveyou  
11. princess  
12. admin 
13. welcome  

14. 666666  
15. abc123  
16. football  
17. 123123  
18. monkey  
19. 654321  
20. !@#$%^&*  
21. charlie  
22. aa123456  
23. donald  
24. password1  
25. qwerty123  

Don’t Let a Bad Password Jeopardize Your Network 
If you did make the list, then there’s a good chance that your system is already vulnerable or may been 
compromised. Contact us to learn how you can find out if leaked passwords have put your network in 
danger. 

mailto:jstiles@productivetech.net
https://en.wikipedia.org/wiki/Distributed_workforce
https://www.swknetworkservices.com/study-finds-traveling-employees-a-serious-cybersecurity-risk/
https://www.swknetworkservices.com/study-finds-traveling-employees-a-serious-cybersecurity-risk/
https://www.swknetworkservices.com/services/phishing-defender/
https://www.usatoday.com/story/tech/2018/12/14/worst-passwords-2018-donald-makes-splashdata-annual-list/2309855002/
https://www.swknetworkservices.com/contact/
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Gift Card Trivia! 

This month’s question is: 
 

What was the most popular leaked password of 2018 (Hint: The answer is in this newsletter.) 
 
a. password 
b. admin 
c. 123456 
d. 0000 

 
Please email Jon Stiles (jonathan.stiles@swktech.com) with your answer by January 31st, in order to 
be placed in the running for this month's gift card prize!  

Continued from page 1... 
 
5. IoT 
The Internet of Technology is another trend that provides practical advantages for users and new 
gaps to exploit for cybercriminals. As more businesses 
begin to adopt wireless IoT machines, attackers will seek 
out networked equipment that falls outside of their 
security net’s immediate radar to begin infiltrating their 
systems.  
 
6. Legacy Systems 
Legacy technology will present one of the biggest network 
gaps in the next few years. Both outdated software and 
hardware that has been repurposed for Internet-facing 
functionality will offer hackers weaker touchpoints to 
break past. Legacy ERP systems have already become a 
target of attackers and the future will see renewed focus on 
machines with out-of-date security drivers. 
 
7. Cyber Hygiene 
The good news is that incident after incident has finally made the public aware of just how 
ubiquitous cybersecurity practices must be. Experts have slowly noted growth in network security 
guideline adoption and compliance among several businesses, as well as increasingly in private life 
with personal networked tools. Cybersecurity in 2019 will feature a much more cyber aware 
population, even if generally only at a basic level of knowledge.  
 
8. Data Regulations 
The future of data privacy regulations is not as clear as it once appeared to be, but there is a clear 
trend among government and trade bodies. While the lack of any crackdown yet from the 
implementation of the EU’s GDPR has dispelled some of the immediate panic around compliance, 
multiple enforcement agencies in the public and private sector have been inspired by the law and are 
increasingly releasing their own data protection guidelines. 
 
9. Cyberwarfare  
The growing viability of nation-backed hacking as a political and economic tool will likely lead to 
even more attempted breaches by both independent “contractors” and cyber espionage officials 
working for a particular government. However, it will also likely lead to a backlash against 
unregulated nation-state hacking that finally culminates in treaties being established between 
countries. These agreements will attempt to define and prevent unfettered cyberwarfare, though it 
might not stop some states from still quietly relying on hackers for their own agendas. 
 
10. Cyber Fatigue 
The above title is both a parody and demonstration of an unfortunate possibility that might begin to 
appear in 2019. There is a growing concern that repeated cyber incidents and discussion around data 
regulations will have an alternative effect on some as opposed to informing the public. As 
cybersecurity practice becomes that much more common, there is a real danger that it can fade back 
into obscurity as people assume either that it is already taken care of or that there is nothing more 
they can do themselves.  
 
Prevent Cyber Fatigue with Employee Awareness Training 
Cyber fatigue can generate a serious gap in your network security – employees are your first and last 
line of defense against data breaches. Keeping your personnel informed of and trained against threats 
is the best way to ensure continued vigilance and maintain compliance with security awareness 
guidelines. 
 
Sign up here to learn more about our employee awareness training as part of our Phishing Defender 
solution. 

Cybersecurity Trends in 2019 Shiny gadget of the 

month:  
Ring Video Doorbell 2  

It is now 2019 and the holidays have passed. You have a 
home full of new toys, gadgets, and valuables but you 
have to return to your jobs and leave them behind. Have 
you ever worried about someone breaking in to get at 
your belongings? What about just a suspicious person at 
the door or you want to make sure the package you 
ordered is safe at your doorstep? Luckily being able to 
monitor all these things has never been easier with 
today’s technology. 
 
The Ring Video Doorbell 2 is the next generation of 
video doorbells from Ring. You can watch over any 
entry way you place it at with HD video and can even 
speak to visitors from anywhere. The doorbell can be 
customized with options to set zones for motion 
detection, 24x7 live view, snooze settings to reduce the 
frequency of alerts, or just simply set to activate when 
the doorbell is pressed. This way you can be sure to 
have a setting to meet your needs. The Video Doorbell 2 
can be more than just piece of mind, but also a 
collaborative community watch. Ring has a 
“Neighbors” community that people can post videos to 
if they need help should a package theft occur or if a 
suspicious person comes up to their door at night so you 
can see what else is going on around your community. 
On the other hand, it can be useful for simply just 
knowing who is at your door if you are out of earshot of 
a doorbell or not home. For instance, if you are out back 
enjoying a nice day but ordered some food, you would 
get an alert on your smartphone notifying you there is 
someone at the door so you don’t miss your delivery. 
 
The other best part of this nifty gadget is that set up and 
installation is a breeze. The Ring Video Doorbell 2 
gives you an option to either hardwire the device to your 
existing doorbell wiring or use a rechargeable battery 
pack so you can easily set it up no matter what your 
comfort level is with messing with wires. The battery 
lasts a really long time too, well over a month 
depending on the setting and can be charged pretty 
quickly so you are not without power for too long (or 
you can buy a second battery to make sure you are 
covered 100% of the time).  
 
Overall, this little gadget has many uses and is simple to 
set up, use, and protect your home. If you are looking 
for a relatively affordable device to home security this 
could be it. It is currently $199 on their website 
ring.com with financing options available.  

mailto:jstiles@productivetech.net
https://www.techrepublic.com/article/ai-iot-and-edge-computing-drive-cybersecurity-concerns-for-2019/
https://www.swknetworkservices.com/homeland-security-erp-vulnerable-hacking/
https://www.swknetworkservices.com/homeland-security-erp-vulnerable-hacking/
https://www.swknetworkservices.com/services/phishing-defender/


Contact us 
Give us a call for more information 

about our services and products.  

 

SWK Technologies, Inc. 

South Jersey 

650 Grove Road, Suite 106 

West Deptford, NJ 08066 

 

North Jersey 

120 Eagle Rock Ave., Suite 330   

East Hanover, NJ 07936 

 

Phone: 856.956.5800 

Fax: 856.845.6466 

 

Visit us on the web at 

www.swknetworkservices.com 

We can help you with: 

• Complete network management and support 

• Troubleshooting and problem solving on all PCs and Macs 

• Cloud services and virtualization 

• Hardware installation and support 

• Virus / spyware removal and  

      protection 

• Security solutions 

• Employee awareness training 

• VPN (Virtual Private Networks) 

• Remote access / Mobile computing 

• Server installations and upgrades 

• Spam filtering  

• Hosted email 

• Web content filtering 

• System backups, on-site and off-site 

• Help desk 
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Your company may be done migrating to Office 365, but there’s still a lot for you to do. Now that your productivity tools are online via the cloud, there are a few optimizations 
that will provide your users with a better experience. 
 
Declutter Your Inbox 
If you’re having trouble managing the overwhelming amount of emails in your inbox, then using Office 365’s “Clutter” 
feature can clear up some space. To enable this feature, go to Settings > Options > Mail > Automatic processing > 
Clutter then select Separate items identified as Clutter. Once activated, mark any unwanted messages as “clutter.” After 
learning your email preferences, Office 365 will automatically move low-priority messages into your “Clutter” folder, 
helping you focus on more important emails. 
 
Ignore Group Emails 
Want to keep unwanted message threads out of your inbox? If so, simply go to the message and find the Ignore setting. 
Doing this will automatically move future reply-alls to the trash so they never bother you again. Of course, if you ever 
change your mind, you could un-ignore the message; just find the email in your trash folder and click Stop ignoring. 
 
Unsend Emails 
In case you sent a message to the wrong recipient or attached the wrong file, use Office 365’s message recall function. Simply open your sent message, click Actions, and 
select Recall this message. From here, you can either “Delete unread copies of this message” or “Delete unread copies and replace with a new message.” Bear in mind that this 
applies only to unread messages and for Outlook users within the same company domain. 
 
Work Offline 
Whenever you’re working outside the office or in an area with unstable Internet, it’s a good idea to enable Offline Access. Found under the Settings menu, this feature allows 
you to continue working on documents offline and syncs any changes made when you have an internet connection. Offline access is also available in your SharePoint Online 
document libraries. 
 
Use Outlook Plugins 
Aside from sending and receiving emails, Outlook also has some awesome third-party plugins. Some of our favorite integrations include PayPal, which allows you to send 
money securely via email; and Uber, which lets you set up an Uber ride reminder for any calendar event. Find more productivity-boosting plugins in the Office Store. 
 
Tell Office Applications What to Do 
If you’re not a fan of sifting through menus and options, you can always take advantage of the Tell Me function in your Office apps. When you press Alt + Q, you bring up a 
search bar that allows you to look for the functions you need. Suppose you need to put a wall of text into columns on Word but can’t find where it is specifically, just type 
“column” in the search bar and Microsoft will help you with the rest. 
 
Get the Most Value Out of Office 365 
Microsoft Office remains one of the most popular systems with smaller businesses due to its integrated features, which unfortunately also makes it a target of ransomware 
attacks. Ensuring your network is protected allows you to capture the most value from deploying Office 365 for your business. 
For tips and tricks on how to protect your Office 365 software download our e-book, “Ransomware and Office 365 for Business.” 

Make Your Life Easier with These Office 365 Tips 

https://www.swknetworkservices.com/ransomware-and-office-365-landing-page/
https://www.swknetworkservices.com/5-new-feature-updates-microsoft-outlook/
https://store.office.com/en-us/appshome.aspx?productgroup=Outlook&ui=en-US&rs=en-US&ad=US
https://www.swknetworkservices.com/ransomware-and-office-365-landing-page/

