
The Capital One data breach saw the personal information of more than 100 
million of the credit card company’s customers in the US and Canada stolen 
by one internal attacker. Even as details continue to be revealed about the 
nature of the incident, it has proven to be simultaneously the same as yet 
different from every other high-profile breach. The perpetrator of this crime 
used a relatively simple but often overlooked vulnerability that exists in the 
way servers communicate, but can become especially exposed on public cloud 
servers. 
 
This breach highlights many of the issues inherent in cloud security, namely 
those that appear with third-party network access and remote servers. Yet this story should not be taken as a rebuke 
against migrating to the cloud, but as an example of why vigilance is needed to defend a cloud-hosted infrastructure 
against all threats. In the breakdown below, we will go over what went wrong in Capital One’s case and what lessons 
can be learned for cybersecurity in the cloud: 
 
Capital One Data Breach – What Happened? 
Many news outlets and independent blogs have covered and continue to cover this story in detail, so only a quick 
summary will be provided here. In late July 2019, the FBI and Capital One revealed that the latter had been the victim 
of a breach carried out March through April of the same year. Within 10 days of discovering the breach, the FBI tracked 
down and arrested the perpetrator thanks to their public admission of the crime on social media as well as other 
evidence the federal agency uncovered that proved it was not a hoax.  

The hack exposed the information from approximately 106 million credit card applications, which included details such 
as US Social Security numbers, Canadian social insurance numbers, bank accounts and credit scores. The data appeared 
on a GitHub server some time before July 17, which is when another user came across it and notified Capital One, who 
then informed the FBI. 
 
Paige Thompson – Hacker, Cryptojacker, Amazon Employee 
The hacker in question turned out to be Paige A. Thompson of Seattle, a former employee of Amazon Web Services 
(AWS), Amazon’s cloud infrastructure-hosting division. The Capital One data had been hosted through AWS, which is 
how Thompson was somehow able to access it and direct it to her own personal servers. Thompson was fairly public 
about her activities before the breach and at least one employer described her as a law-abiding “white hat” hacker; 
nothing revealed thus far indicates why she suddenly decided to commit such an egregious attack.  

However, comments on social media do reflect that she was aware of the consequences if the data was found on her 
personal servers, which is why she decided to move it to a directory on GitHub – despite her account linking to her 
personal information. And in spite of this fear, the investigation has uncovered evidence of at least 30 more breaches 
carried out by Thompson, who also used her victims’ computers for cryptocurrency mining.  

Continued on page 2... 

Capital One Data Breach – What is Cloud Security? 

The two things I like most about SWK Technologies’s services are the immediate attention our calls and emails 
receive, as well as the benefits of reduced costs and less downtime ever since hiring your company.  
 
We were particularly happy with how SWK Technologies switched out Chris DiSabatino’s laptop that he wasn’t 
satisfied with after buying it new.  
 
It is nice to deal with a company that values customer service as much as our company does.  
 
I can’t think of anything you can improve. Keep up the good work! 
 

 
Tessa Marks 
DiSabatino Landscaping 
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What our clients are saying:  
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Are You STILL Using Outdated 
Tape Backups? 

   If your computer network and the data it 
holds got erased or corrupted because of a 
virus, hard drive crash, fire, flood or some 
other random, unforeseen disaster, how 
confident are you RIGHT NOW that 
your business could be back up and 
running again FAST? 

 
   If your answer to that is, “I don’t know,” 
or “I’m not sure,” you are taking a HUGE 
risk with your company’s most important 
asset—the data on your network. Just 
imagine what would happen to your 
business if you lost your entire client 
database… 

 
…Lost all accounting documentation and 
history…Lost all the work files you’ve 
spent YEARS developing…Lost the work 
files and documentation you so desperately 
need to service your customers… 

 
   Can you even put a price tag on it? 
Probably not –yet so many business 
owners aren’t 100% certain that they could 
be back up and running after a disaster and 
are purely hoping that their current tape 
drive or backup is working and storing a 
usable copy of their data. 

 

Tape Drives Are The MOST 
Unreliable, Unsecured Way To 

Back Up Your Data 
 
   All tape drives fail; it’s only a matter of 
“when,” not “if.” So if being able to get 
back up and running again in the event of 
a data-erasing disaster is important, then 
you need to know about our <<Name Of 
Backup>>.  
 
   <<Outline the benefits here: This fool-
proof backup service does more than just 
keep a copy of your files—it provides 
“continuous data protection” and enables 
near-instant disaster recovery because it 
takes a snapshot of your entire network 
throughout the day, giving you the 
confidence we could have you back up and 
running again within HOURS, not days or 
weeks.>>  
 
   Want to know if your data is 
REALLY secure and being backed up 
properly? Call us for a FREE Data 
Backup and Disaster Recovery Audit Call 
us at xxx-xxx-xxxx or go online to 
www.insertyoururl.com/backup 

Two ways to 
WIN a gift 

card! 
It only takes a minute and YOU 

could be our next winner! 

Last Month’s  
Contest Winner: 
Anthony D'Agostino 
Pee Jay's Fresh Fruit 

 
Please complete our brief survey in 
order to be placed in the running to 
win this month's gift card prize!  
 
1. What do you like most about 
our services? 

2. Tell us about a specific 
experience with us that you were 
happy with. 

3. What are the biggest benefits 
you’ve received or experienced 
since hiring us? 
 

4. What can we improve? 
 
Email Jon Stiles 
(jonathan.stiles@swktech.com) with 
your responses  
OR  
Fill out our online form: 
http://bit.ly/nwsnews-survey 
before September 30th to get your 
name in the hat.  
 

You could win a 
$25 Gift Card! 

 
 

Get More Free Tips, Tools, and Services on Our Website: www.swknetworkservices.com 

A New Hack Discovered That Can Exploit Any iPad or 

iPhone 

Apple has always been associated with being secure and virus-free, however, 
that is not always the case. While there have been bugs and vulnerabilities that 
may be specific to certain apps or iOS updates,  a recent hack may put every 
iPhone and iPad running iOS 8 to the beta iOS 13 in danger. That makes up 
eight years’ worth of products and potentially over a billion devices. 
 
Security firm Check Point revealed that it had found a way to hack the Apple 
devices using the Contacts app that is built into iOS and can exploit it with a 
common database engine, SQLite database. By doing so, they are able to trick 
the device into running malicious code that can seal sensitive data and passwords. 

"SQLite is the most wide-spread database engine in the world," said Check Point. "It is available in 
every operating system, desktop and mobile phone. Windows 10, macOS, iOS, Chrome, Safari, 
Firefox and Android are popular users of SQLite." 
 
The issue stems from  known bug which Apple has failed to fix four years ago because it didn’t see 
it as a threat. As AppleInsider explains: “…the bug has been considered unimportant because it was 
believed it could only be triggered by an unknown application accessing the database, and in a 
closed system like iOS, there are no unknown apps. However, Check Point's researchers then 
managed to make a trusted app [the ubiquitous Contacts app] send the code to trigger this bug and 
exploit it.”  

If you have an iPhone or iPad, don’t panic just yet. For a hacker to exploit this they would need 
access to your unlocked device. However, that is not to say they won’t find new ways around this. 
Don’t forget it started with an exploit that was four years old and deemed to not be a threat, so it 
should always be taken seriously. Hopefully with this latest revelation Apple will take that bug 
seriously now and find a solution for it in upcoming iOS releases. 
 
Download our Guide to Securing Remote Access in the meantime if you would like to learn how 
to secure your devices against bugs. 

 

Continuned from page 1… 

 
From Cloud Pioneer to Public Cloud Cautionary Tale 
Capital One’s migration to a cloud-hosted IT infrastructure was previously a hot topic, and lauded by proponents 
of cloud computing and Amazon alike as both a proof-of-concept and an example of industry disruption. Now, 
Amazon is vehemently denying AWS had anything to do with the hack and Capital One is being held up as a 
warning of what can go wrong with public cloud deployments. Part of the problem with assigning blame is that 
AWS relies on a “shared responsibility” model for network security, which allocates the cybersecurity burden on 
both sides of the cloud service provider relationship according to proximity.  
 
Third Party Cloud Servers and Misconfigured Firewalls 
This is not the first time that a business has had data compromised through a third-party server – it is not even the 
first time a large enterprise has experienced it, as Uber went through multiples hacks like this. The race to the 
cloud has exposed a vulnerability that was previously only solved by physical security controls, in that Internet 
disseminates access privileges at a rate and range that will fast outpace your business’s ability to monitor that 
access. 
 
Cloud Security Requires a Proactive Defense 
The server bug which Thompson exploited was known of for some time, and it was not exclusive to cloud servers. 
Yet because it required a certain level of access and effort to leverage it was left to exist in a vacuum for someone 
else to devote resources to solving it, but cloud connectivity prevents anything from existing in a vacuum forever. 
With the cloud connecting everyone, only vigilance and consistent monitoring will protect your network, just as it 
would any effectively public space.  
 
Protect Your Migration to the Cloud with Secure Cloud Hosting 
SWK Technologies has launched the only cloud application hosting service in its market to be protected by a 
Smart SOC (security operations center). The Smart SOC is staffed by cybersecurity veterans with firsthand 
knowledge of hacking methodologies and who actively monitor your network for attacker footprints, acting on any 
signs of intrusion to prevent data breaches like Capital One’s. 
 
Contact SWK to learn more about our Secure Cloud Hosting service and how this cyber-secured solution will 
protect your move to a cloud environment. 

Capital One Data Breach – What is Cloud Security? 
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Gift Card Trivia! 

This month’s question is: 
 

The information of  more than ____ people was exposed in the Capital One data breach. (Hint: 
The answer is in this newsletter.) 
 
a. 3 billion 
b. 50 million 
c. 100 thousand 
d. 100 million 

 
Please email Jon Stiles (jonathan.stiles@swktech.com) with your answer by September 30th, in order to be 
placed in the running for this month's gift card prize!  

Microsoft released a cumulative set of updates for Windows 10 users this past August. Though the patch 
addressed critical security vulnerabilities, some of the updates quickly began causing bugs on several 

computers. Known issues range from being unable to rename .csv files to 
Windows PCs randomly rebooting themselves after installing the 
updates. 

Windows patches are released regularly to overwrite security gaps and 
other bugs that can appear. However, after errors similar to this release’s 
appeared in the last big round of updates in October 2018, Microsoft’s 
Windows 10 patches have gained a bit of a reputation among users. This 
does not change the fact that Windows OS updates are often released to 
solve timely security threats, and users must be able to navigate the 
complexity of Microsoft’s patches to ensure they are not exploited by an 
unpatched vulnerability. 

Windows 10 August 2019 Update Bugs 

The errors became public the same day the updates first went out on community forums and social media. 
Users quickly inundated Microsoft’s social and customer service channels with complaints, and 
workarounds have been found for some – but not all – of the more critical bugs. Some of the known issues 
and suggested fixes from Microsoft can be found here. 

One of the biggest concerns is the bug the patch causes for applications that use Visual Basic, which 
includes scripts for many common programs. Microsoft has promised to release fixes for this and other 
potential PC-crashing issues as soon as possible, but there have still been no universal, permanent 
rectification for the last version of Windows 10 as this writing. The only good news is that only a minority 
of users have been affected by critical bugs, at least according to Microsoft. 

Windows 10 May 2019 Update 

The August 2019 patch roll-out was essentially a follow-up to the last cumulative update in May 2019, 
which also saw a buggy release with many of the same issues. Thankfully, many of these have been patched 
for the earlier version of Windows 10. Users are also increasingly beginning to flock to this version from 
previous ones according to research by AdDuplex. 

Windows 10 October 2018 Update 

The last standalone major Windows 10 patch was the disastrous October 2018 update which was so 
unpopular it took months to convince even a fraction of users to adopt it. This release was plagued by bug 
since its initial release and additional patches to fix the previous errors often caused more. Understandably, 
adoption stagnated just before the next release and trends indicate that the newer version will see more 
subscribers sooner rather than later. 

Reason for All of These Windows Updates – RCE Vulnerabilities 

With all of these and more headaches by every consistent release of Windows 10 updates, you may be 
wondering why you should bother patching your system. The answer is simple – the alternative is much, 
much worse. Microsoft has discovered remote code execution (RCE) security vulnerabilities in many of the 
most recent Windows operating systems, including Windows 7, Windows 8.1 and now Windows 10.  

Frequent readers may recall the BlueKeep warning SWK featured not long ago and how that RCE bug was 
so severe that even the NSA became involved. This new alert is essentially BlueKeep 2.0, only this 
vulnerability appears on newer systems, including Window 10, but still expands the wormable footprint for 
an enterprising hacker group to exploit. The chief concern for Microsoft, intelligence agencies and other 
experts is that attackers can leverage this loophole to connect to several networked computers remotely if 
they obtain the right authentication, and leverage them for a WannaCry-type mass infection. 

Watch for Windows Updates & Contact SWK Network Services 

If you cannot afford for a Microsoft update to crash your machines for a few days, consider taking 
advantage having SWK manage your updates and patching, and contact SWK if you have concerns or 
questions. 

August 2019 Patch Tuesday Highlights Windows 10 
Bugs & Threats 

Shiny Gadget of the 
Month: Rocketbook 

Fusion 

September is here! That means school is back in session and 
the need for school supplies resumes. Whether it be for 
school or work, most people have a use for a notebook. The 
one downside to notebooks is that it can be hard to organize 
or find notes. Maybe the just fill up too quickly and you 
have to keep a collection of them in order to retain your 
notes. Well, the Rocketbook Fusion aims to change that for 
you. 
 
The Rocketbook Fusion is a reusable pen and paper 
notebook. It gives you the tactile feel and ability to draw, 
diagram, write, and whatever else your heart desires with 
the added convenience of the ability to save, organize, 
digitize, and wipe clean that a normal notebook just doesn’t 
have.  
 
It works by using a special pen to take your notes, when 
you are finished you take a picture of it with your mobile 
phone using an app and it uploads the image, then you can 
wipe the page down with a damp cloth and start over. While 
you might say “I can just take a picture with my phone of a 
piece of paper and do the same thing” the Rocketbook 
Fusion has some nice little quality of life features. For one 
there are icons at the bottom of the page that you can mark 
and it will organize those pages and send them off to 
designated destination. Another is that the app works to 
learn and adapt to take quality photos for your scans and 
can even turn the titles into file names. Then there is simply 
the sustainability of it, you just wipe and start over, no 
wasted paper or a library of notebooks. It even comes with a 
variety of templates to choose from like task lists, weekly or 
monthly calendars, dot-grid pages, lined pages, and more.  
 
This doesn’t have to just apply to school either. Almost 
anyone can benefit from this, even if you are just using it to 
whiteboard ideas or map something out. I’m sure most 
people can attest to filling up legal pads with ideas or notes, 
then wanting to reference a note weeks later and not being 
able to easily find it. Simply being able to organize 
handwritten notes could be a huge plus for anyone. 
 
All these features and the concept of a “smart” notebook 
may seem like it could be an expensive gadget. However, 
the Rocketbook Fusion is only $37. For the cost of a weekly 
planner you might get at an office supply place and a 
notebook or two you’re probably already close to that cost. 
It certainly seems like an interesting product, you can see it 
for yourself on their website with even more details about it 
here https://getrocketbook.com/products/rocketbook-fusion. 
Would you give it a try?  
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Contact us 
Give us a call for more information 

about our services and products.  

 

SWK Technologies, Inc. 

South Jersey 

650 Grove Road, Suite 106 

West Deptford, NJ 08066 

 

North Jersey 

120 Eagle Rock Ave., Suite 330   

East Hanover, NJ 07936 

 

Phone: 856.956.5800 

Fax: 856.845.6466 

 

Visit us on the web at 

www.swknetworkservices.com 

We can help you with: 
• Complete network management and support 

• Troubleshooting and problem solving on all PCs and Macs 

• Cloud services and virtualization 

• Hardware installation and support 

• Virus / spyware removal and  

      protection 

• Security solutions 

• Employee awareness training 

• VPN (Virtual Private Networks) 

• Remote access / Mobile computing 

• Server installations and upgrades 

• Spam filtering  

• Hosted email 

• Web content filtering 

• System backups, on-site and off-site 

• Help desk 
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You can’t afford to lose business data. It takes away the trust of your clients, leading to loss of revenue. Cybercriminals are here to stay, so it’s more important than 
ever to utilize tight security measures to keep your business data safe. Still, there are always more skilled or determined hackers out there looking for an easy score 
through your network, making it a good idea to use the following methods for safeguarding your corporate data. 
 
Use Two-Factor Authentication 
Using a complicated password to secure your system is no longer an effective way to solve the issue of cybersecurity. We tend to use that same complex password in 
our email accounts or bank accounts, and if one of your logins is compromised, this can result in grave consequences. 
 
Two-factor authentication (2FA) adds an extra layer of security for your systems and accounts. It can be biometric verification for devices that you own, or a time-
sensitive auto-generated code that is sent to your mobile phone. This security feature works in the same way websites would require you to confirm your email 
address.  
 
Encrypt All Data 
Encryption is a great obstruction to hackers, since it scrambles and descrambles data every time someone tries to read it. Encryption also causes compatibility issues 
if the data is not being accessed via the company’s own network systems. While applying encryption can be costly, it is certainly well worth the money if it can 
protect your business data from falling into the wrong hands. 
 
Keep Systems Up to Date 
Technology is moving at a fast pace. Hackers are always upgrading their tools to take advantage of outdated security systems, so companies should do likewise to 
protect their valuable resources. Yet many companies don’t install software updates immediately. If the update closes existing security loopholes, delaying an update 
exposes you to external attacks.  
 
Back Up Frequently 
Although you’ve implemented several layers to your security, sometimes hackers can still find their way in. This is why you need 
to back up data frequently, whether it’s on-site, off-site, or by way of cloud backups. In the worst-case scenario where your systems 
do get infiltrated, you can restore lost data from those backups. 
 
Monitor Connectivity 
Many businesses have no idea how many computers they have, so it’s very hard to keep track of which computers are online. 
Sometimes a company’s computers and servers are online when they don’t need to be, making them tempting targets for attackers. 
It’s advisable to configure business servers properly, ensuring that only necessary machines are online and that they’re well-
protected. 
 
Learn More About Multi-Factor Authentication 
It’s much more expensive to recover from a data breach than to prevent one. If you’re looking to protect your business IT systems 
for potential threats, consider adding multi-factor authentication as an added layer of defense. 
Download our white paper here to learn more about two-factor authentication and how it can protect your business. 

Tips for Safeguarding Business Data 
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